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or its allies and does not disclose the 
capabilities or vulnerabilities of exist-
ing operational systems. 

(4) The program, project, or system 
information no longer reveals a current 
weakness or vulnerability. 

(5) The information pertains to an in-
telligence objective or diplomatic ini-
tiative that has been abandoned or 
achieved and will no longer damage the 
foreign relations of the United States. 

(6) The information reveals the fact 
or identity of a U.S. intelligence 
source, method, or capability that no 
longer is employed and that relates to 
no current source, method, or capa-
bility that upon disclosure could cause 
damage to national security or place a 
person in immediate jeopardy. 

(7) The information concerns foreign 
relations matters whose disclosure can 
no longer be expected to cause or in-
crease international tension to the det-
riment of the national security of the 
United States. 

(c) Declassification of information 
that reveals the identities of clandes-
tine human agents shall be accom-
plished only in accordance with proce-
dures established by the Director of 
Central Intelligence for that purpose. 

(d) The NSA/CSS is the sole author-
ity for the review and declassification 
of classified cryptologic information. 
The procedures established by the NSA/ 
CSS to facilitate the review and declas-
sification of classified cryptologic in-
formation are: 

(1) COMSEC documents and materials. 
(i) If records or materials in this cat-
egory are found in agency files that are 
not under COMSEC control, refer them 
to the senior COMSEC authority of the 
agency concerned or by appropriate 
channels to the following address: Di-
rector, National Security Agency, 
Attn: Director of Policy (Q4), Fort 
George G. Meade, Maryland 20755. 

(ii) If the COMSEC information has 
been incorporated into other docu-
ments by the receiving agency, referral 
to the NSA/CSS is necessary before de-
classification. 

(2) SIGINT information. (i) If the 
SIGINT information is contained in a 
document or record originated by a 
DoD cryptologic organization, such as 
the NSA/CSS, and is in the files of a 
noncryptologic agency, such material 

will not be declassified if retained in 
accordance with an approved records 
disposition schedule. If the material 
must be retained, it shall be referred to 
the NSA/CSS for systematic review for 
declassification. 

(ii) If the SIGINT information has 
been incorporated by the receiving 
agency into documents it produces, re-
ferral to the NSA/CSS is necessary be-
fore any declassification. 

§ 158.12 Department of State areas of 
interest. 

(a) Statements of U.S. intent to de-
fend, or not to defend, identifiable 
areas, or along identifiable lines, in 
any foreign country or region. 

(b) Statements of U.S. intent mili-
tarily to attack in stated contingencies 
identifiable areas in any foreign coun-
try or region. 

(c) Statements of U.S. policies or ini-
tiatives within collective security or-
ganizations (for example, North Atlan-
tic Treaty Organization (NATO) and 
Organization of American States 
(OAS)). 

(d) Agreements with foreign coun-
tries for the use of, or access to, mili-
tary facilities. 

(e) Contingency plans insofar as they 
involve other countries, the use of for-
eign bases, territory or airspace, or the 
use of chemical, biological, or nuclear 
weapons. 

(f) Defense surveys of foreign terri-
tories for purposes of basing or use in 
contingencies. 

(g) Reports documenting conversa-
tions with foreign officials, that is, for-
eign government information. 

§ 158.13 Central Intelligence Agency 
areas of interest. 

(a) Cryptologic, cryptographic, or 
SIGINT. (Information in this category 
shall continue to be forwarded to the 
NSA/CSS in accordance with § 158.11(d). 
The NSA/CSS shall arrange for nec-
essary coordination.) 

(b) Counterintelligence. 
(c) Special access programs 
(d) Information that identifies clan-

destine organizations, agents, sources, 
or methods. 

(e) Information on personnel under 
official or nonofficial cover or revela-
tion of a cover arrangement. 

VerDate Aug<04>2004 08:35 Jul 29, 2005 Jkt 205122 PO 00000 Frm 00721 Fmt 8010 Sfmt 8010 Y:\SGML\205122.XXX 205122



712 

32 CFR Ch. I (7–1–05 Edition) § 158.13 

(f) Covertly obtained intelligence re-
ports and the derivative information 
that would divulge intelligence sources 
or methods. 

(g) Methods or procedures used to ac-
quire, produce, or support intelligence 
activities. 

(h) CIA structure, size, installations, 
security, objectives, and budget. 

(i) Information that would divulge in-
telligence interests, value, or extent of 
knowledge on a subject. 

(j) Training provided to or by the CIA 
that would indicate its capability or 
identify personnel. 

(k) Personnel recruiting, hiring, 
training, assignment, and evaluation 
policies. 

(l) Information that could lead to for-
eign political, economic, or military 
action against the United States or its 
allies. 

(m) Events leading to international 
tension that would affect U.S. foreign 
policy. 

(n) Diplomatic or economic activities 
affecting national security or inter-
national security negotiations. 

(o) Information affecting U.S. plans 
to meet diplomatic contingencies af-
fecting national security. 

(p) Nonattributable activities con-
ducted abroad in support of U.S. for-
eign policy. 

(q) U.S. surreptitious collection in a 
foreign nation that would affect rela-
tions with the country. 

(r) Covert relationships with inter-
national organizations or foreign gov-
ernments. 

(s) Information related to political or 
economic instabilities in a foreign 

country threatening American lives 
and installations therein. 

(t) Information divulging U.S. intel-
ligence collection and assessment capa-
bilities. 

(u) U.S. and allies’ defense plans and 
capabilities that enable a foreign enti-
ty to develop countermeasures. 

(v) Information disclosing U.S. sys-
tems and weapons capabilities or de-
ployment. 

(w) Information on research, develop-
ment, and engineering that enables the 
United States to maintain an advan-
tage of value to national security. 

(x) Information on technical systems 
for collection and production of intel-
ligence, and their use. 

(y) U.S. nuclear programs and facili-
ties. 

(z) Foreign nuclear programs, facili-
ties, and intentions. 

(aa) Contractual relationships that 
reveal the specific interest and exper-
tise of the CIA. 

(bb) Information that could result in 
action placing an individual in jeop-
ardy. 

(cc) Information on secret writing 
when it relates to specific chemicals, 
reagents, developers, and microdots. 

(dd) Reports of the Foreign Broadcast 
Information Service (FBIS) (— Branch, 
—Division) between July 31, 1946, and 
December 31, 1950, marked CONFIDEN-
TIAL or above. 

(ee) Reports of the Foreign Docu-
ments Division between 1946 and 1950 
marked RESTRICTED or above. 

(ff) Q information reports. 
(gg) FDD translations. 
(hh) U reports. 
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